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Out: close 

Side Channel Analysis & Mitigation 
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Selected Projects    
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How to define confidential information for a system? 

 

 

 

 

System is split in two security domains 

 High: Confidential part of the system invisible to the attacker  

 Low: Non-confidential part of the system visible to the attacker 

 

When is a system possibilistic secure? 

 Each low execution of the system can be explained by multiple high 

executions such that no confidential information can be deduced 
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Possibilistic Information Flow 
[Goguen/Meseguer ‘82] 

 high output high input 

low input low output 

high execution 

low execution 

 

How to guarantee possibilistic information flow security? 
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An extendable tool for possibilistic information flow 

that allows to … 

 specify your system as an event structure. 

 tailor your security requirement. 

 verify security in a unified way. 

 

I-MAKS directly benefits from its …  

 conceptual basis:  

MAKS in its version from [Man03] 

 technical basis:  

the Isabelle/HOL theorem prover [NPW02] 
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I-MAKS 

I-MAKS allows machine-aided specification & verification of 

possibilistic information flow!  
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Modular Assembly Kit for Security Properties 

 Uniform framework for the specification & 

verification of information flow properties 

 MAKS provides … 

 support for event-based system models  

 building blocks for the definition of information flow properties 

 compositionality and unwinding results 

 

 

 

MAKS keeps evolving … 

 it is used and adapted by scientists around the world  Deepak D’Souza 

[DSHKRS08, DSHRS11], Dieter Hutter [HS04, Hut06, HMSS08], Ketil 

Stølen [SS06, SS09], … 
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MAKS 
[Mantel ‘00, ‘03] 

Tailor your security property, verify the security of your system 

components and obtain the security of the whole system for free! 
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Proof Assistant with support for 

 reasoning about meta-theory 

 reasoning in higher order logic 

 reasoning in first order logic 

 

 

Relevant for this talk … 

 definitions of terms and functions (keyword definition) 

 record types, i.e, tuples with named fields (keyword record) 

 as notational convention FS denotes the field F of the record S 

 libraries for lists and sets (parametric types ‘e set and ‘e list) 

 empty list [], cons (x # xs), concatenation [a,b,c]@[d,e]  

 empty set {}, union ∪, intersection ∩, setminus −  

7 

Isabelle/HOL 
[Nipkow/Paulson/Wenzel ‘02] 
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 System Specification: Concepts to define security properties 

 Security Specification: Supported systems models 

 Verification: Verification techniques and helpful results 
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Overview of I-MAKS 

Event Systems 

State Event Systems 

Views 

Basic Security Predicates 

Information Flow Properties 

Compositionality Results Unwinding Results Secure Systems 

Property Library 

System Specification Security Specification 

Verification 
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Events 

 Events are terms that model an atomic action of a system 

 In Isabelle/HOL: Formalized by a type ‘e  

 

Traces 

 Traces are lists of events that model the behavior of a system 

 In Isabelle/HOL: Formalized by instances of the type ‘e list 

 

Projection 

 Removes all events from a given trace that are not in a given set 

of events 

 In Isabelle/HOL defined as filter on a given list (abbreviated by ↾) 

 Example: [] ↾ {a,c} = [] and [a,b,c]↾{a,c} = [a,c] 
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I-MAKS – Preliminaries 
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Attacker Model (Observer) 

 Partial view on the system’s execution 

 i.e, can only observe a subset of events  

 Goal: Fill gaps with confidential system behavior 

 

Formalization in I-MAKS 
record 'e V_rec = V :: “ ’e set“   N :: “’e set”  C :: “'e set” 
 

definition V_valid :: “’e set ⟹ ’e V_rec ⟹ bool” where 

“V_valid E 𝒱 ≡ V𝒱 ∩ N𝒱 =   ∧  V𝒱 ∩ C𝒱 =   ∧   N𝒱  ∩ C𝒱 =  ” 
 

definition isViewOn :: “’e V_rec ⟹ ’e set ⟹ bool” where 

“isViewOn 𝒱 E ≡ V_valid E 𝒱 ∧   V𝒱 ∪ N𝒱 ∪ C𝒱 = E” 

 

Definition: Let  E be a set of events of a type ’e. A  VIEW ON E is an 

instance 𝒱 of the record type ’e V_rec such that isViewOn 𝒱 E. 
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Views  
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Building Blocks of Information Flow Properties 

 Parametric in the perspective of the attacker  

 Closure properties on a system’s behavior  

 i.e., executions potentially allowing deductions by the attacker can be 

explained by executions falsifying this deductions. 
 

Formalization in I-MAKS 
type_synonym 'e BSP = “’e V_rec ⟹ (‘e list) set ⟹ bool” 

 

definition BSP_valid :: “’e BSP ⟹ bool” where  

“BSP_valid BSP ≡ ∀ 𝒱 Tr E. (isViewOn 𝒱 E ∧ ∀ 𝜏 ∈ Tr. set 𝜏 ⊆ E)  

    → (∃ Tr’. Tr’⊇ Tr ∧ BSP 𝒱 Tr’)” 

 

Definition:  A  BASIC SECURITY PREDICATE for a type of events ‘e is 

an instance BSP of the type ’e BSP such that BSP_valid BSP.  
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Basic Security Predicates (BSPs) 
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Example 
 

definition BSD :: “’e BSP” where 

BSD 𝒱 Tr ≡ ∀ 𝛼 𝛽.  ∀ c ∈ C𝒱.  

  ( 𝛼 @ c  @ 𝛽 ∈ Tr ∧ 𝛽 ↾ C𝒱 =   

     → ∃𝛽′.  𝛼 @ 𝛽′ ∈ Tr ∧ 𝛽′ ↾ V𝒱 = 𝛽 ↾ V𝒱 ∧  𝛽′ ↾ C𝒱 =   ) 

Explanation 

 Considers the last event in of a trace 

 Requires that there exists an alternative trace such that … 

 the last event in C𝒱 is deleted 

 the alternative trace is equal to the initial trace w.r.t. V𝒱 

 the trace only differs in events in N𝒱 after the deleted event in C𝒱 
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Backwards-Strict Deletion (BSD) 

BSD ensures that the attacker cannot deduce whether an event in 

C𝒱  did actually occur in the trace the attacker is observing. 
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I-MAKS provides tool support for … 

 specifying systems & security properties  

 verifying the security of a system 
 

I-MAKS is … 

versatile 

 no prescribed system model 

 tailored security requirements 
 

reliable 

 machine-checked meta-theory 

 machine-aided verification 
 

evolving 

 inherited extendibility of MAKS 
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Summary 

Event Systems 

State Event Systems 

Views 

Basic Security Predicates 

Information Flow Properties 

Compositionality Results Unwinding Results Secure Systems 

Property Library 

System Specification Security Specification 

Verification 
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