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Background and Motivation
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Motivation

Certification Personal Trust 
Relationships

Trustworthiness-by-Design
Process Models, 

Architectural 
Concepts/Patterns,  TSLAs

Evaluation and Assurance

Prohibitively
expensive

Scalability issues
in Internet setting
(e.g., complex
service-
value chains)

(1) Design-time 
Verification

(2) Run-time 
Monitoring & 

Mitigation

 DESIGN TIME   RUN TIME 

“Trustworthiness-by-Design” “Trustworthiness Monitoring and Maintenance”
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Socio-Technical Systems
“Application, services and platforms, where technology and
human behaviour are mutually dependent and strongly
influence each other.”

–“STS include humans, organizations, and their information 
systems”

[Whitworth 2003, Amit 2011, Baxter 2012] 

Characteristics

Interaction between autonomous participants (Human, 

organizations as social actors, information systems and software 

systems as technical actors) with different perceptions and goals
includes social actors and technical actors 

Examples

Healthcare systems/Patient monitoring systems, Market places, 

Social networks
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Trust and Trustworthiness
Trustworthiness of a system is relevant throughout its life 
cycle

Design-time activities
Run-time activities

trust

Technically guaranteed Enforced; legally or organizationally 
guaranteedTrustworthiness

Inspired from [Stefik 2000]

Technicalprovide indicators/
evidence for trustworthiness

Service 
provider

Service 
consumer

trustworthiness

Place trust
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Bringing Trustworthiness into 
Process

Scoping the STS

Designer List of Threats 
& Controls

Design Time 
Trustworthiness Model 

(Assets Model)

Risk 
Assessment

End-to-End 
Trustworthiness

Evaluation 

TW 
Profile

TW 
Report

Trustworthiness Modeling Risk Analysis
End-to-End Trustworthiness 

Evaluation

Compose & 
Distribute

Development

Capability Patterns for 
enabling 

Trustworthiness
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Design Phase – Interactions

Trustworthiness-by-
Design process

Trustworthiness 
Modeling

End-to-End 
Trustworthiness 

Evaluation 

System Designer TW Capability Patterns,
Guideline 

Design Time 
Trustworthiness Model

Trustworthiness Profile
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CONTRIBUTIONS
 Trustworthiness-by-Design
 Trustworthiness Model Editor
 End-to-End Trustworthiness Evaluation
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Terminology

• Capability Patterns: Process building blocks represent best 
development practices for specific disciplines, technologies, or 
management styles
 quick assembly of processes based on project/application-specific needs

• Trustworthiness Profile: Determining trustworthiness requirements by 
specifying expected target values for Trustworthiness metrics

• Trustworthiness Report: Evaluates a certain system composition in 
terms of:
 Metric values, 

 Attributes values and 

 An overall trustworthiness value
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CONTRIBUTIONS
 Trustworthiness-by-Design
 Trustworthiness Modelling
 End-to-End Trustworthiness Evaluation

18.2.2016 FOMSESS Meeting - Nazila Gol Mohammadi 11



Trustworthiness Modelling

•A tool to model Trustworthy Socio-Technical 
Systems
 Uses background knowledge 
 Features:
 Semi-automated completion of design-time 

trustworthiness models
 Fully-automated threat identification and analysis
 Knowledge sharing –risk analysis report generation
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CONTRIBUTIONS
 Trustworthiness-by-Design
 Trustworthiness Modelling
 End-to-End Trustworthiness Evaluation
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End-to-End Trustworthiness 
Evaluation

• Goals & Objectives
 Quality assurance of 

Trustworthiness-by 
Design Process

 End-to-End 
Trustworthiness 
Evaluation Techniques 
and Tools for the 
Analytical Assessment 
of Trustworthinesss

TrustWorthiness-
by-Design

Design-Time E2E 
Trustworthiness 

Evaluation

Socio Economics 
of Trust

Trustworthy 
Application 

Factory, 
Certification  

Trustworthy 
Marketplace

 DESIGN 
 DEVELOPMENT
& CERTIFICATION 

DISTRIBUTION 
& DEPLOYMENT

Trustworthiness 
Profile

Trustworthiness 
Report

AAL
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End-to-End TrustWorthiness Evaluation 
Tool
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• A tool to Assess and Evaluate the End-to-End 
Trustworthiness of Socio-Technical Systems
 Uses computational models for analytical assessment 

complementary risk assessment approach (threats 
and possible controls)

 Features:
 Requirements determination  Trustworthiness Profile 
 End-to-End Evaluation of the System Composition 

Trustworthiness Report

 Benefits:
 Supporting designer of STS in documentation, and 

making design choices



Elderly at Home
with wearable &
home monitoring 

sensors

Relatives 
with smart devices

Ambulance ServiceAmbulance Service

Care Giver 

Alarms, 
notifications

notifications

Log data, reports, 
device management

Ambulance 
Dispach
request

Hospital

WardsLabs
Research

Center

Insurance

Accounting 
Company

Fall report

Emergency 
Preperations 

request

Billing 
information

Payment
Payment

Medical 
Drug Company
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Ambient Assisted Living Use Case



 Model of Ambient 
Assisted Living Use 
Case
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System Designer

Design-Time Trustworthiness Model 
for AAL

1. [OPTET]



Concepts of End-to-End Trustworthiness 
Evaluation

Asset 
Instance

Asset 

Workflow Certificate

Trustworthiness 
properties

Metric

Control 
Threat Mitigate

protects

threaten

has

includes

implements

has

contains

quantifies
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End-to-End Formula
compose

considers



Sequential structures, including redundant instantiations of the system 
assets (as a means to increase trustworthiness)

19

Workflows of Using the Exemplary Health 
Care System

Component Interaction

W
o

rk
fl
o

w
 1

W
o

rk
fl
o

w
 2

PERS

EMHT

OR

PERS_App_1

EMHT_2

EMHT_1

Ambulance_Service

1 out of 3

Ambulance_Service_2

Ambulance_Service_1

Ambulance_Service_3

PERS

EMHT

OR

PERS_

App_1
EMHT_2

EMHT_1

Emergency_Notification_Service

2 out of 3

Emergency_Notification_App_2

Emergency_Notification_App_1

Emergency_Notification_App_3

Profile_Management_Service

Profile_Management_Service

_1
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Two dimensions:

 Overall system structure (from a set of separate 
workflows to the complete system)

 Level of granularity of the end-to-end trustworthiness 
computation (from individual metric values to the 
overall „end-to-end trustworthiness“)

Our Framework
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System Level

Workflow Level

Trustworthiness Level

Property Level

Metrics Level

A
g
g
re

g
a
ti
o
n

A
g
g
re

g
a
ti
o
n

System Structure Trustworthiness Granularity

FOMSESS Meeting - Nazila Gol Mohammadi18.2.2016



Workflow for End-to-End Trustworthiness 
Evaluation

• Workflow

 Structure/topology 
of  the Asset 
Instances

 Focus on Software 
Assets

 Redundancy 
Groups

 Redundancy Type

CAS_1 is to 
be developed
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Trustworthiness Properties and Metrics

Selected Trustworthiness properties Examples of Corresponding Metrics

Accuracy

Response Time

Availability

Openness

Average response time

Error Rate

Software Precision

Documented Public
Interfaces

Functions with 
Semaphores
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End-to-End Formula Composition (1)

• Different kind of Metrics are considered
 Multiplicative, Concave
 Higher or Lower values are desired

• Composition of a Formula for calculation of End-to-End 
Trustworthiness Value for given Workflow

e2e
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Trustworthiness Profile

• Includes:
 Relevance to 

Trustworthiness Attributes 
 Corresponding Metrics to 

the Trustworthiness 
Attributes

 Target/Desired Metric 
values

• Benefit:
 A reference specification 

document for 
Trustworthiness 
Requirements

Metric
ID

Name TW 
Properties

Expected 
Value %

1108 Average 
response 

time

Response 
Time

80%

163 Documented
Public  

interfaces

Openness 75%

1104 Error Rate Accuracy 0,5192%

1105 Software 
Precision

Accuracy 70%

230 Functions 
with 

Semaphores

Availability 98,9583%
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CONCLUSION & FUTURE WORK

2518.2.2016 FOMSESS Meeting - Nazila Gol Mohammadi



• Contribution: A comprehensive framework for evaluating 
end-to-end trustworthiness, which
 is based on, and unifies existing work in the areas of service 

composition, trustworthiness attributes, and metrics
 considers various system redundancy structures and metrics
 guides the definition of end-to-end metrics
 guides the steps to be taken for aggregating end-to-end values on 

different levels of granularity

• Fundamental precondition: meaningfulness of the underlying 
metric values for individual components

• Next steps:
 Providing more detailed guidance on how to use the framework
 Investigating the use of risk-based approach complementing the 

end-to-end calculation

Conclusion and Future Work
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BACK-UP SLIDES
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Provided Functionalities in E2E TWE 

E2E Trustworthiness Evaluation Tool

E2E Trustworthiness 

Calculator

  Designer

<<Human>>

 Find Requirements

Eliciting Trustworthiness 

Requirements

Evaluation

 Evaluate System

Trustworthiness profile 
specification for a component 
based on E2E Requirement

Evaluate system E2E 
Trustworthiness

Provide design 
information, 
trustworthiness 
objectives and 
preferences

 Compare Configurations
The user can 
upload another 
trustworthiness  
report to compare 
different 
configurations

System Analyser

 

Threats and Controls 

Analysis

The user can upload/design 
abstract system model to 
perform risk assessments

 
Compute E2E metric 

Value

Metric Tool
include

include

include
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Risk Assessment and the Computational 
Approach
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Abstract Asset Layer 

Asset Instance Layer

Risk 
Assessment

E2E 
Computation

Cer.

Cer.

Cer.

End-to-End  
Trustworthiness 

values

List of Threats 
and Possible 

Controls

Design Time 
Trustworthiness 

Report



End-to-end formulas for individual 
metrics can be composed based on 
the following characteristics:
• Metric type

• Metric target type

• Redundancy type

Creating an end-to-end formula:

1. Apply formula skeletons to the assets, 
reflecting their redundancy type.

2. Determine the complete end-to-end metric 
composing the different asset parts.

Our Framework
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Computing the End-to-End Trustworthiness Evaluation
Metric Type Metric Target Type Asset Category 

Redundancy Type

Formula of Asset 

Category j

Formula for 

E2E Metric

Concave Higher values - aj = min
i
mi e = min

j
aj

Lower values aj = max
𝑖
𝑚𝑖 e = max

j
aj

Multiplicative Higher values AND
aj = 

𝑖=1

𝑛

𝑚𝑖
e = 

j

aj

OR
aj = 1− 

𝑖=1

𝑛

1 −𝑚𝑖

K-out-of-N aj

= 

i=k

n
n

i
mi ∗ (1 −m)n−i

Lower values AND
aj = 

𝑖=1

𝑛

𝑚𝑖
e = 1 − 

j

aj

OR
aj = 1− 

𝑖=1

𝑛

1 −𝑚𝑖

K-out-of-N aj

= 

i=k

n
n

i
mi ∗ (1 −m)n−i

Additive Both -
aj = 

𝑖=𝑘

𝑛

𝑚𝑖
e = 

j

aj
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End-to-End Formula Composition (1)

• Different kind of Metrics are considered
 e.g., Multiplicative, Concave, Additive
 Higher or Lower values are desired

• Composition of a Formula for calculation of End-to-End 
Trustworthiness Value for given Workflow
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• Component-Based Software Engineering: Compose systems by orchestrating 
existing software services
• Components provided on some online marketplace (e.g., Amazon Web Services Marketplace [10])

• Individual certificates including different metric values as evidence (cf. [7, 26])

• Challenges:
• How to consider different system composition structures or topologies, such as redundancy?

• How to consider trustworthiness as a multi-faceted and broad spectrum of 
system quality properties?

• How to consider different types of quality/trustworthiness metrics?

Metric values have to be aggregated in order to determine „end-to-
end“ values on appropriate levels of abstraction

Introduction and Background

32

Problem Statement
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• Constructs for aggregating metric values (cf. e.g. [13, 14]):
• E.g., sequence, parallel, multichoice-multimerge, loop

• Software quality attributes contributing to trustworthiness (denoted 
„trustworthiness attributes“) and metrics [6]

• Including reliability, usability, confidentiality etc.

• Different types of metrics [18]:
• Additive, multiplicative, and concave

• Lack of a comprehensive framework that takes into account versatile 
system structures, as well as a large set of trustworthiness attributes and 
metrics 

33

Fundamentals and Related Work
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Trustworthiness Model Editor Guideline 
Example

Elements of 
Capability Patterns

Content in CP: 
Identification of Threats 
and Mitigating Controls

Relevant support by developed Tool:
Trustworthiness Model Editor

Role Risk Analyzer System designer with the knowledge 
in Asset modeling and risk analysis 
and management processes 

Task Identify threats and 
controls [system 
scoping, modelling, risk 
assessments, etc.]

Supporting the tasks for creating the 
asset models, automated 
identification of threats and a list of 
possible controls

Work products Asset model, Statement 
of threats and controls

Design Time Trustworthiness Model,
threat and controls list based on the 
model
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Trustworthiness Profile
• Elements of Trustworthiness Profile

– List of the required TWAtrributes with the associated metrics and the expected value for each metric 
– All the information  must be put into the TWProfile with the following representation (The TWA name, 

attributeID, Metric name and metricID are coming from the metric tools):

<TWProfile>
<TWAttribute name =" Availability " attributeID=“39" >
<Metric name=" availability of Software " metricID=“230"  expectedValue="1"/>
</TWAttribute>
<TWAttribute name =" Accuracy " attributeID=“38” >
<Metric name=" accuracy calculation " metricID="225"  expectedValue="0,6"/>
</TWAttribute>
<TWAttribute name =" Performance " attributeID=“XX" >
<Metric name=“Performance calculation " metricID=“YYY"  

expectedValue="0,9"/>
</TWAttribute>
</TWProfile>
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Scroll down to the bottom to 
find the associated guidance 

document. Click on it.

Extend "Design" and you 
should find the task 
"Identify threats and 

controls". Click on it to 
show the contents.
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Now, you can extend the 
generic process (or just 

select the "identify threats 
and controls" task right 

away)

Click here to show all the 
contents of the "pure" OPTET 

plugin



A new window explains the 
guidance, and finally you can 

click on the attachment.
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Socio-Economics of Trust

•A generic trust computational model based on system 
behaviour has been designed, validated and extended
 Key social & technical factors have been identified resulting in 4 

statistically significant trustor segments
 Each segment reacts differently on system behaviour (successes/failures)
 Extension: Trust levels are computed for each individual user after a 

“training period”

• The trust computational model can be used for 
helping a provider at design-time in finding the 
combination of system trustworthiness level and price 
that maximises her profits
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Meta-Model for Trustworthiness-by-Design
based on SPEM
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Trustworthiness
Capability Pattern
plugged into user 
centered design

Tru
stw

o
rth

in
ess-b

y-d
e

sign
 fo

r u
se

r-cen
tered

 d
e

sign

User-centered design

Example: TWbyD + UCD
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Trustworthiness Attributes and Metrics

Selected Trustworthiness Attributes
 Response Time

 Accuracy

 Openness

 Availability

Example of Metrics for selected 
Trustworthiness Attributes

 Average response time of public 
software interfaces

 Error rate when logging 
timestamps

 Software precision when logging 
timestamps

 Ratio of documented public 
interfaces

 Ratio of functions that use 
semaphores or mutexes
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End-to-End Formula Composition (2)

43

𝑅𝐶𝐴𝑆 = m𝑖𝑛(𝑅𝑆𝑒𝑛𝑠𝑜𝑟_1, 𝑅𝑆𝑒𝑛𝑠𝑜𝑟_2, 𝑅𝑆𝑒𝑛𝑠𝑜𝑟_3, 𝑅𝑒2𝑒)

𝑂𝐶𝐴𝑆 = m𝑖𝑛(𝑂𝑆𝑒𝑛𝑠𝑜𝑟_1, 𝑂𝑆𝑒𝑛𝑠𝑜𝑟_2, 𝑂𝑆𝑒𝑛𝑠𝑜𝑟_3, 𝑂𝑒2𝑒)

𝐸𝐶𝐴𝑆 = 1 −
1−𝐸𝑒2𝑒

1−𝐸𝑆𝑒𝑛𝑠𝑜𝑟_1 ∗ 1−𝐸𝑆𝑒𝑛𝑠𝑜𝑟_2 ∗ 1−𝐸𝑆𝑒𝑛𝑠𝑜𝑟_3

𝑃𝐶𝐴𝑆 = m𝑖𝑛(𝑃𝑆𝑒𝑛𝑠𝑜𝑟_1, 𝑃𝑆𝑒𝑛𝑠𝑜𝑟_2, 𝑃𝑆𝑒𝑛𝑠𝑜𝑟_3, 𝑃𝑒2𝑒)

𝐴𝐶𝐴𝑆 =
𝐴𝑒2𝑒

𝐴𝑆𝑒𝑛𝑠𝑜𝑟_1∗𝐴𝑆𝑒𝑛𝑠𝑜𝑟_2∗𝐴𝑆𝑒𝑛𝑠𝑜𝑟_3

𝑅: 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒 𝑜𝑓 𝑝𝑢𝑏𝑙𝑖𝑐 𝑖𝑛𝑡𝑒𝑟𝑓𝑎𝑐𝑒𝑠

e2e

𝐸: 𝐸𝑟𝑟𝑜𝑟 𝑟𝑎𝑡𝑒 𝑤ℎ𝑒𝑛 𝑙𝑜𝑔𝑔𝑖𝑛𝑔 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝𝑠

𝑃: 𝑆𝑜𝑓𝑡𝑤𝑎𝑟𝑒 𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 𝑤ℎ𝑒𝑛 𝑙𝑜𝑔𝑔𝑖𝑛𝑔 𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝𝑠

𝑂:𝑅𝑎𝑡𝑖𝑜 𝑜𝑓 𝑑𝑜𝑐𝑢𝑚𝑒𝑛𝑡𝑒𝑑 𝑝𝑢𝑏𝑙𝑖𝑐 𝑖𝑛𝑡𝑒𝑟𝑓𝑎𝑐𝑒𝑠 𝑜𝑣𝑒𝑟 𝑎𝑙𝑙 𝑖𝑛𝑡𝑒𝑟𝑓𝑎𝑐𝑒𝑠

𝐴:𝑅𝑎𝑡𝑖𝑜 𝑜𝑓 𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑠 𝑢𝑠𝑖𝑛𝑔 𝑆𝑒𝑚𝑎𝑝ℎ𝑜𝑟𝑠 𝑜𝑣𝑒𝑟 𝑎𝑙𝑙 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛𝑠
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Trustworthiness Modeling Example

Elements of 
Capability Patterns

Content in CP: 
Identification of Threats 
and Mitigating Controls

Relevant support by developed Tool:
Trustworthiness Model Editor

Role Risk Analyzer System designer with the knowledge 
in Asset modeling and risk analysis 
and management processes 

Task Identify threats and 
controls [system 
scoping, modelling, risk 
assessments, etc.]

Supporting the tasks for creating the 
asset models, automated 
identification of threats and a list of 
possible controls

Work products Asset model, Statement 
of threats and controls

Design Time Trustworthiness Model,
threat and controls list based on the 
model
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Scroll down to the bottom to 
find the associated guidance 

document. Click on it.

Extend "Design" and you 
should find the task 
"Identify threats and 

controls". Click on it to 
show the contents.

46

Now, you can extend the 
generic process (or just 

select the "identify threats 
and controls" task right 

away)

Click here to show all the 
contents of the "pure" OPTET 

plugin
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A new window explains the 
guidance, and finally you can 

click on the attachment.
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Socio-Economics of Trust

•A generic trust computational model based on system 
behaviour has been designed, validated and extended
 Key social & technical factors have been identified resulting in 4 

statistically significant trustor segments
 Each segment reacts differently on system behaviour (successes/failures)
 Extension: Trust levels are computed for each individual user after a 

“training period”

• The trust computational model can be used for 
helping a provider at design-time in finding the 
combination of system trustworthiness level and price 
that maximises her profits

4818.2.2016 FOMSESS Meeting - Nazila Gol Mohammadi



18.2.2016 FOMSESS Meeting - Nazila Gol Mohammadi 49


